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Foreword 

The Quantum Cryptographic Assurance Standard (QCAS) is published by SITG-Consulting to 
address a structural gap in the post-quantum cryptography landscape: the absence of a unified, 
operationally grounded framework against which PQC implementations and products can be 
independently assessed, regardless of the jurisdiction of the deploying organisation or the 
nationality of the vendor. 

The PQC standards landscape is geographically fragmented. NIST has standardised the 
algorithms. CNSA 2.0 has mandated transition timelines for US national security systems. ENISA, 
BSI, NCSC, and ANSSI have published migration guidance for European contexts. CSA 
Singapore, MAS, NCIIPC, CRYPTREC, and ASD have issued regional frameworks. ISO has 
published module validation and information security management standards. IEC has addressed 
operational technology. No single framework synthesises these into a unified assurance baseline 
that organisations and auditors can apply globally. 

QCAS provides that framework. It is not a replacement for any national standard. It is a synthesis: 
a set of controls derived from and aligned to the broadest possible range of published authoritative 
guidance, organised into a common structure that enables independent assessment and produces 
a defensible, internationally recognisable verdict. 

QCAS v1.1 covers eight control domains and thirty-two controls. Annex A provides a full alignment 
matrix mapping each QCAS control to twenty-two published standards and frameworks across four 
jurisdictional regions. Organisations referencing QCAS in their own governance documentation, 
regulatory submissions, or procurement instruments can demonstrate alignment to their own 
applicable national frameworks through that matrix. 

Brian Couzens 

SITG-Consulting  |  June 2026 
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1. Scope 

QCAS v1.1 establishes requirements for the validation and operational assurance of post-quantum 
cryptography across two primary application contexts: 

• Vendor Product Validation: The assessment of commercial products making post-
quantum cryptography claims, including but not limited to cryptographic discovery tools, 
VPN solutions, endpoint agents, key management systems, QRNG modules, PQC-enabled 
network appliances, TLS implementations, and quantum-safe SDKs. 

• Enterprise Implementation Assurance: The assessment of organisational deployments of 
quantum-safe cryptography, including PKI and certificate infrastructure, operational 
technology and manufacturing systems, supply-chain cryptographic assurance programmes, 
and associated governance and control environments. 

 

QCAS applies to any jurisdiction. The Global Standards Alignment Matrix in Annex A enables 
mapping of QCAS controls to the applicable national or regional framework for the organisation's 
context. 

QCAS does not prescribe specific cryptographic products or vendors. It prescribes requirements 
that implementations and products must satisfy, irrespective of the vendor or technology chosen. 

1.1 Out of Scope 

QCAS v1.1 does not address: 

• Quantum key distribution (QKD) operational deployment beyond the cryptographic 
assurance layer 

• Consumer or personal-use cryptographic applications 

• Classified or government-classified information systems where national classification 
authority requirements supersede 

• Post-quantum cryptography research or pre-standardisation experimentation 
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2. Normative References 

The following documents are referenced in this standard. Where dated references are made, only 
the edition cited applies. Where undated, the most recent edition applies. 

Reference Document 

NIST FIPS 203:2024 Module-Lattice-Based Key-Encapsulation Mechanism Standard (ML-KEM) 

NIST FIPS 204:2024 Module-Lattice-Based Digital Signature Standard (ML-DSA) 

NIST FIPS 205:2024 Stateless Hash-Based Digital Signature Standard (SLH-DSA) 

NIST SP 800-57 Pt 1 
Rev 5 

Recommendation for Key Management 

NIST SP 800-90B:2018 Recommendation for the Entropy Sources Used for Random Bit Generation 

CNSA 2.0 (NSA, 2022) Commercial National Security Algorithm Suite 2.0 

CISA PQC Initiative Post-Quantum Cryptography Initiative - CISA 

CSE ITSP.40.111 Cryptography for Information Systems - Communications Security 
Establishment Canada 

ENISA PQC 2024 Post-Quantum Cryptography: Current State and Quantum Mitigation - 
ENISA 

BSI TR-02102-1 Cryptographic Mechanisms: Recommendations and Key Lengths - 
Bundesamt für Sicherheit in der Informationstechnik 

NCSC UK PQC 
Guidance 

Post-Quantum Cryptography - UK National Cyber Security Centre 

ANSSI PQC Position 
2022 

Position Paper on Quantum Key Distribution and Post-Quantum 
Cryptography - ANSSI France 

NIS2 Directive 
2022/2555 

Directive on measures for a high common level of cybersecurity - European 
Union 

ETSI TS 119 312 v1.4.1 Electronic Signatures and Infrastructures - Cryptographic Suites 

CSA Singapore CCoP 
2.0 

Cybersecurity Code of Practice - Cyber Security Agency of Singapore 

MAS TRM Guidelines 
2021 

Technology Risk Management Guidelines - Monetary Authority of 
Singapore 

NCIIPC Guidelines Guidelines for Protection of Critical Information Infrastructure - NCIIPC India 

CRYPTREC 
Cryptography List 

CRYPTREC Cryptography Technology Evaluation Report - Japan 

KISA PQC 
Recommendations 

Post-Quantum Cryptography Transition Recommendations - Korea Internet 
and Security Agency 

ASD ISM 2024 Information Security Manual - Australian Signals Directorate 

ISO/IEC 19790:2012 Security requirements for cryptographic modules 

ISO/IEC 27001:2022 Information security management systems - Requirements 

ISO/IEC 15408-1:2022 Evaluation criteria for IT security (Common Criteria) 

ISO/SAE 21434:2021 Road vehicles - Cybersecurity engineering 

IEC 62443-3-3:2013 Industrial communication networks - Security for industrial automation and 
control systems 

RFC 9370:2023 Additional IKEv2 Key Exchange Methods - IETF 
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3. Terms and Definitions 

Crypto-Agility: The capability of a system, protocol, or organisation to transition between cryptographic 
algorithms without systemic disruption to operations, services, or interoperability. 

Cryptographic Bill of Materials (CBOM): A machine-readable inventory of all cryptographic assets - 
algorithms, libraries, keys, certificates, and protocols - present in a system or product. 

Direct Alignment: In the QCAS Global Standards Alignment Matrix: the external standard contains an 
explicit requirement substantially equivalent to the QCAS control. 

Partial Alignment: In the QCAS Global Standards Alignment Matrix: the external standard addresses 
the subject area of the QCAS control but with narrower scope, less specificity, or only implicit coverage. 

Harvest-Now-Decrypt-Later (HNDL): An adversarial strategy in which encrypted classical-algorithm 
ciphertext is captured now for decryption once a cryptographically relevant quantum computer is 
available. 

Hybrid Cryptography: A cryptographic scheme combining a classical algorithm and a post-quantum 
algorithm such that the security of the overall scheme is maintained if either component is 
compromised. 

Known-Answer Test (KAT): A test in which a cryptographic implementation is exercised with defined 
inputs and the output is compared against a published reference value to verify implementation 
correctness. 

ML-DSA: Module-Lattice-Based Digital Signature Algorithm. Standardised by NIST as FIPS 204. 

ML-KEM: Module-Lattice-Based Key-Encapsulation Mechanism. Standardised by NIST as FIPS 203. 

Post-Quantum Cryptography (PQC): Cryptographic algorithms designed to be secure against attacks 
by both classical and quantum computers. Distinct from Quantum Key Distribution. 

QCAS Verdict: The formal output of a QCAS-compliant validation engagement: VALIDATED, 
CONDITIONAL, or NOT VALIDATED, as defined in Section 7. 

Quantum Trust Operating Model: A documented governance structure assigning cryptographic 
ownership, escalation authority, and board-level oversight for the management of quantum-safe 
cryptography deployments. 

SLH-DSA: Stateless Hash-Based Digital Signature Algorithm. Standardised by NIST as FIPS 205. 
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4. General Requirements 

4.1 Independence 

Assessments conducted under QCAS shall be performed by a body that holds no commercial 
interest in the remediation outcome of any finding. The assessing body shall disclose all 
commercial relationships with vendors or clients whose products or implementations are under 
assessment prior to the commencement of the engagement. 

4.2 Evidence Standard 

All findings and verdicts shall be grounded in observable, documented evidence. Vendor-provided 
claims, self-attestations, and documentation alone do not constitute evidence. Evidence shall 
consist of test results, protocol captures, algorithm output comparisons, configuration inspections, 
or direct observation of operational behaviour under controlled conditions. 

4.3 Scope Declaration 

Every QCAS engagement shall begin with a defined and documented scope. Findings and verdicts 
apply only to the scope declared. Any material out-of-scope caveat shall be stated in the report. 

4.4 Control Applicability 

Not all QCAS controls apply to all engagement types. The following applicability rules apply: 

• QCAS-OT-01 through QCAS-OT-03: Applicable to enterprise implementation assessments 
involving OT/ICS environments only. 

• QCAS-SC-01 through QCAS-SC-03: Applicable to enterprise implementation assessments 
where supply-chain assurance is within scope. 

• All other controls: Applicable to both vendor product validation and enterprise 
implementation assessments, subject to scope. 

4.5 Laboratory Standards 

All technical testing conducted under QCAS shall be performed by or through laboratories holding 
a current ISO/IEC 27001 certification. Test results produced under this standard are backed by an 
independently certified information security management system. Laboratories shall maintain valid 
ISO/IEC 27001 certification for the full duration of any engagement conducted under QCAS, and 
shall provide evidence of current certification upon request. 
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5. Control Domains 

5.1 Algorithm Implementation  (QCAS-ALG) 

The Algorithm Implementation domain addresses the correctness, standardisation, and suitability 
of post-quantum cryptographic algorithm deployments. 

QCAS-ALG-
01 
Standardised 
Algorithm 
Adoption 

Post-quantum algorithms shall be implemented from NIST-standardised 
specifications (FIPS 203, FIPS 204, or FIPS 205) or an equivalent nationally 
recognised standard applicable to the jurisdiction of deployment. Pre-
standardisation or draft variants shall not be used in production. 

 

QCAS-ALG-
02 
Implementation 
Correctness 
Verification 

Algorithm implementations shall be validated against published Known-Answer 
Test (KAT) vectors from the relevant standardisation body prior to production 
deployment. Test results shall be retained as audit evidence. 

 

QCAS-ALG-
03 
Hybrid 
Cryptography 
During 
Transition 

Hybrid cryptography combining a QCAS-compliant post-quantum algorithm with a 
classical algorithm of equivalent security strength shall be employed during the 
transition period. The session key shall be derived from both components such 
that security is maintained if either is compromised. 

 

QCAS-ALG-
04 
Deprecated 
Algorithm 
Prohibition 

Deprecated, withdrawn, or pre-standardisation algorithm variants shall not be used 
in production deployments. A documented process shall exist to identify and retire 
algorithms in response to standardisation body deprecation notices. 

 

QCAS-ALG-
05 
Security Level 
Selection 

Algorithm parameter selection shall account for the required security level and the 
expected protection period of the data. Data requiring protection beyond 2030 shall 
use algorithms meeting at minimum NIST Security Level 3 or national equivalent. 

 

5.2 Key Management and Entropy  (QCAS-KEY) 

The Key Management domain addresses entropy sourcing, key generation, protection, lifecycle, 
and rotation for quantum-safe key material. 

QCAS-KEY-
01 
Entropy 
Source 
Adequacy 

Entropy sources used for quantum-safe key generation shall meet requirements 
equivalent to NIST SP 800-90B, BSI AIS 31, or the applicable national entropy 
standard. Entropy source validation shall be evidenced by cryptographic module 
certification or independent assessment. 

 

QCAS-KEY-
02 

Quantum-safe key material shall be generated and stored within cryptographic 
modules validated to FIPS 140-3 Level 2 or higher, ISO/IEC 19790 Level 2 or 
higher, or a nationally recognised equivalent. HSM-level protection is required for 
CA and long-term signing keys. 
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Cryptographic 
Module 
Validation 

 

QCAS-KEY-
03 
Ephemeral 
Key 
Zeroisation 

Ephemeral key material used in quantum-safe key exchange shall be securely 
zeroised from memory immediately following session establishment or termination. 
Zeroisation shall be verified under controlled conditions as part of the validation 
process. 

 

QCAS-KEY-
04 
Quantum-
Specific 
Lifecycle 
Procedures 

Key management lifecycle procedures shall explicitly address quantum-safe 
algorithm parameters including: key generation requirements, rotation intervals, 
migration procedures between algorithm versions, and response procedures for 
algorithm deprecation. 

 

QCAS-KEY-
05 
Key Rotation 
Enforcement 

Rotation intervals shall be defined and technically enforced for all quantum-safe 
key types. Rotation schedules shall be documented and included in the 
organisation's Cryptographic Bill of Materials. 

 

5.3 Protocol Security  (QCAS-PROT) 

The Protocol Security domain addresses the correctness of quantum-safe protocol implementation, 
hybrid key derivation, fallback governance, and downgrade resistance. 

QCAS-
PROT-01 
Protocol 
Layer 
Coverage 

Quantum-safe key exchange shall be applied at every protocol layer where long-
term confidentiality of the transmitted data is required. The assessment shall verify 
coverage across all in-scope protocol stacks, including management plane, data 
plane, and OOB communications. 

 

QCAS-
PROT-02 
Hybrid 
Session Key 
Derivation 

Hybrid key exchange implementations shall derive session keys from the 
cryptographic combination of both the classical and quantum-safe shared secrets. 
Implementations that apply post-quantum algorithms as a wrapper around an 
unmodified classical session key do not satisfy this requirement. 

 

QCAS-
PROT-03 
Classical 
Fallback 
Governance 

Any fallback path to classical-only cryptography shall be explicitly governed: 
fallback events shall be logged at audit grade, generate a mandatory operator 
notification at Warning severity or above, and be subject to documented exception 
approval. Silent or unlogged fallback is not permitted. 

 

QCAS-
PROT-04 
Downgrade 
Resistance 

Protocol implementations shall resist active downgrade attacks targeting the 
removal of quantum-safe cipher suite advertisements. Resistance shall be verified 
by deliberate adversarial downgrade attempts as part of the validation process. 
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QCAS-
PROT-05 
Side-Channel 
Exposure 
Assessment 

Side-channel exposure at the protocol boundary shall be assessed via statistical 
timing analysis of quantum-safe cryptographic operations. Results shall be 
documented with the coefficient of variation and any observable correlation with 
key material. 

 

5.4 PKI and Certificate Management  (QCAS-PKI) 

The PKI domain addresses certificate infrastructure, lifecycle management, revocation, and HSM-
based key protection for quantum-safe certificate operations. 

QCAS-PKI-
01 
Hybrid 
Certificate 
Infrastructure 

Certificate authority infrastructure shall support hybrid or quantum-safe certificate 
issuance. The hybrid certificate structure shall correctly encode both classical and 
post-quantum public key material and signatures in accordance with applicable 
standards (e.g., draft-ounsworth-pq-composite-sigs or successor). 

 

QCAS-PKI-
02 
Quantum-
Safe 
Certificate 
Lifecycle 

Certificate lifecycle management procedures shall be updated to accommodate 
quantum-safe algorithm parameters, validity periods appropriate to the hybrid 
transition period, and automated renewal workflows that issue quantum-safe or 
hybrid certificates on renewal. 

 

QCAS-PKI-
03 
Revocation 
Infrastructure 

Online Certificate Status Protocol (OCSP) responders and Certificate Revocation 
Lists shall support revocation status queries for hybrid and quantum-safe 
certificates. Revocation response times shall meet the service level requirements 
of relying parties. 

 

QCAS-PKI-
04 
CA Private 
Key 
Protection 

Private key material for root and issuing certificate authorities shall be held within 
hardware security modules validated at FIPS 140-3 Level 3 or ISO/IEC 19790 
Level 3 equivalent. Key material shall not exist in plaintext outside the HSM 
boundary at any point in its lifecycle. 
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5.5 OT and Constrained Environments  (QCAS-OT) 

The OT domain addresses quantum-safe cryptography deployment in operational technology, 
industrial control systems, and constrained device environments. 

QCAS-OT-
01 
OT Security 
Framework 
Alignment 

Post-quantum cryptography deployments in OT/ICS environments shall comply 
with applicable operational technology security frameworks (IEC 62443, NERC 
CIP, or national equivalents). The assessment shall verify that PQC controls do not 
conflict with operational requirements or introduce latency outside defined 
tolerances. 

 

QCAS-OT-
02 
Firmware 
Signing 
Requirements 

Firmware for operational technology, including programmable logic controllers, 
embedded controllers, and IIoT devices, shall be signed using QCAS-compliant 
quantum-safe digital signature algorithms. The signing ceremony, key custody, 
and firmware verification chain shall be documented and assessed. 

 

QCAS-OT-
03 
Constrained 
Environment 
Controls 

Where full QCAS compliance cannot be achieved in constrained environments due 
to processing, memory, or power limitations, a documented exception shall be 
maintained specifying the compensating controls, residual risk, and migration 
timeline. No permanent exemption is permissible without independent review. 

 

5.6 Supply Chain Assurance  (QCAS-SC) 

The Supply Chain domain addresses cryptographic inventory, supplier PQC readiness 
assessment, and contractual obligations across the organisation's supply chain. 

QCAS-SC-
01 
Cryptographic 
Bill of 
Materials 

Organisations shall maintain a machine-readable Cryptographic Bill of Materials 
(CBOM) in CycloneDX 1.5 or SPDX 2.3 format covering all in-scope systems. The 
CBOM shall be updated at each material change to cryptographic assets and 
made available to authorised auditors without NDA barrier. 

 

QCAS-SC-
02 
Supplier PQC 
Readiness 
Assessment 

Critical third-party suppliers shall be assessed for PQC readiness using a 
documented, evidence-based methodology. Each supplier shall receive a formal 
assurance rating. Ratings shall be reviewed annually and following any material 
change to the supplier's cryptographic posture. 

 

QCAS-SC-
03 
Contractual 
Cryptographic 
Requirements 

Contractual requirements for quantum-safe cryptography shall be established with 
critical suppliers, specifying minimum algorithm standards, CBOM provision 
obligations, notification requirements for algorithm changes, and the right to audit 
cryptographic controls. 

 

5.7 Governance and Operations  (QCAS-GOV) 

The Governance domain addresses operating model design, crypto-agility capability, incident 
response preparedness, and regulatory alignment mapping. 

QCAS-GOV-
01 

A Quantum Trust Operating Model shall be established and documented, 
assigning named ownership of cryptographic governance, defining escalation 
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Quantum 
Trust 
Operating 
Model 

paths for quantum risk events, and providing for board-level visibility of 
cryptographic posture. The model shall be reviewed annually. 

 

QCAS-GOV-
02 
Crypto-Agility 
Runbook 

A crypto-agility runbook shall define operational procedures for algorithm rotation 
in response to deprecation, vulnerability discovery, or regulatory mandate. The 
runbook shall cover certificate reissuance, session migration, OT firmware update 
sequencing, and supplier notification. 

 

QCAS-GOV-
03 
Quantum-
Specific IR 
Scenarios 

Incident response procedures shall include documented quantum-specific 
scenarios covering: algorithm compromise or vulnerability disclosure, harvest-now-
decrypt-later exposure identification, downgrade event detection and response, 
and CBOM-identified supply chain exposure. 

 

QCAS-GOV-
04 
Regulatory 
Alignment 
Mapping 

PQC deployments shall be mapped to all applicable regulatory frameworks and 
standards for each jurisdiction of operation. The alignment mapping shall be 
reviewed annually and updated when regulatory requirements change. 

 

5.8 Audit and Evidence  (QCAS-AUD) 

The Audit domain addresses cryptographic event logging, evidence chain integrity, and the 
structural independence of the assessing body. 

QCAS-AUD-
01 
Cryptographic 
Event Logging 

Cryptographic events - including key generation, certificate issuance, session key 
exchange, fallback events, and algorithm rotation - shall be logged at audit grade. 
Logs shall be routable to SIEM platforms using standard formats without custom 
parsing and shall be retained in accordance with the applicable regulatory 
retention period. 

 

QCAS-AUD-
02 
Evidence 
Chain 
Integrity 

Validation engagements shall produce an evidence chain sufficient to survive 
regulatory inquiry, external audit, and legal discovery. Evidence shall be SHA256-
signed at the point of collection and held under chain-of-custody controls. 
Evidence manifests shall be produced for all artefacts. 

 

QCAS-AUD-
03 
Independent 
Validation 
Requirement 

Validation assessments conducted under QCAS shall be performed by an 
independent body holding no commercial interest in the remediation outcome. The 
assessing body shall disclose all commercial relationships with vendors or clients 
whose products or implementations are under assessment. 
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6. Conformance 

6.1 Full Conformance 

An implementation, product, or deployment is fully conformant with QCAS v1.1 when all applicable 
controls within the declared scope are satisfied and a VALIDATED verdict has been issued by an 
independent assessing body meeting the requirements of QCAS-AUD-03. 

6.2 Partial Conformance 

An implementation, product, or deployment is partially conformant with QCAS v1.1 when one or 
more applicable controls contain conditional findings, and a CONDITIONAL verdict has been 
issued. Partial conformance shall be accompanied by a documented remediation path and re-
validation scope. 

6.3 Non-Conformance 

An implementation, product, or deployment is non-conformant with QCAS v1.1 when one or more 
applicable controls are not satisfied and cannot be remediated within the current product version or 
deployment, and a NOT VALIDATED verdict has been issued. 

6.4 Self-Declaration 

Self-declaration of QCAS conformance is not permitted. Conformance claims shall reference a 
QCAS validation report issued by an independent assessing body. The report reference, 
engagement date, and verdict shall be stated in any conformance claim. 
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7. Validation Verdict Framework 

Every assessment conducted under QCAS shall conclude with one of three verdicts. Verdicts shall 
be evidenced, traceable to specific control findings, and designed to enter board records, 
regulatory submissions, and procurement documentation. 

VALIDATED 

All applicable QCAS controls satisfied within the declared scope. 
Implementation or product is genuine, algorithmically correct, and 
operationally governed. Fit for purpose. The verdict may be cited in board 
records, regulatory submissions, and procurement instruments. VALIDATED 
verdicts are issued only where technical testing has been conducted through 
an ISO/IEC 27001 certified laboratory. 

CONDITIONAL 

One or more applicable QCAS controls contain findings that prevent full 
conformance. A remediation path is defined. Re-validation is required 
following remediation. The verdict may be cited with the specific conditional 
findings disclosed. Unqualified conformance claims are not permitted under a 
CONDITIONAL verdict. 

NOT 
VALIDATED 

Claims not substantiated. Implementation or product is a wrapper, mislabelled, 
or structurally non-compliant with QCAS. Quantum-safe claims in sales 
collateral, regulatory submissions, or procurement responses are not 
supported by this assessment. 
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Annex A: Global Standards Alignment Matrix 

The following matrix maps each QCAS v1.1 control to twenty-two published standards and 
frameworks across four jurisdictional regions. The matrix supports organisations in demonstrating 
that QCAS conformance satisfies the requirements of their applicable national or sectoral 
framework. 

Direct 
Explicit equivalent 
requirement in this 
standard 

Aligned 
Compatible requirement - 
scope or specificity may 
differ 

Partial 
Subject area addressed; 
narrower or implicit 
coverage 

- 
Not addressed in this 
standard 

 

A.1 Americas 

Standards: NIST FIPS 203/204/205 · CNSA 2.0 · NIST SP 800-57 · CSE ITSP.40.111 (Canada) · 
CISA PQC Guidance 

QCAS 
Ref 

Control NIST FIPS 
203/204/205 
ML-KEM · ML-

DSA · SLH-DSA 

CNSA 2.0 
NSA/CISA · USA 

NIST SP 800-
57 
Key 

Management 

CSE 
ITSP.40.111 

Canada 

CISA PQC 
Guidance 
USA Critical 
Infrastructure 

QCAS-
ALG-01 

Standardised Algorithm 
Adoption Direct Direct Aligned Aligned Aligned 

QCAS-
ALG-02 

Implementation 
Correctness Verification Direct Aligned Aligned Aligned Aligned 

QCAS-
ALG-03 

Hybrid Cryptography 
During Transition Aligned Aligned Aligned Aligned Aligned 

QCAS-
ALG-04 

Deprecated Algorithm 
Prohibition Direct Direct Direct Aligned Aligned 

QCAS-
ALG-05 

Security Level Selection 
Aligned Aligned Direct Aligned Aligned 

QCAS-
KEY-01 

Entropy Source 
Adequacy Direct Aligned Direct Aligned Aligned 

QCAS-
KEY-02 

Cryptographic Module 
Validation Direct Aligned Aligned Aligned Aligned 

QCAS-
KEY-03 

Ephemeral Key 
Zeroisation Aligned Aligned Direct Aligned Aligned 

QCAS-
KEY-04 

Quantum-Specific 
Lifecycle Procedures Aligned Aligned Direct Aligned Aligned 

QCAS-
KEY-05 

Key Rotation 
Enforcement Aligned Aligned Direct Aligned Aligned 

QCAS-
PROT-01 

Protocol Layer Coverage 
Aligned Direct Aligned Aligned Aligned 

QCAS-
PROT-02 

Hybrid Session Key 
Derivation Aligned Aligned Aligned Aligned Aligned 

QCAS-
PROT-03 

Classical Fallback 
Governance - - Partial Partial Aligned 

QCAS-
PROT-04 

Downgrade Resistance 
Aligned Aligned Aligned Aligned Aligned 

QCAS-
PROT-05 

Side-Channel Exposure 
Assessment Partial Partial Partial Partial Partial 

QCAS-
PKI-01 

Hybrid Certificate 
Infrastructure Aligned Aligned Aligned Aligned Aligned 
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QCAS 
Ref 

Control NIST FIPS 
203/204/205 
ML-KEM · ML-

DSA · SLH-DSA 

CNSA 2.0 
NSA/CISA · USA 

NIST SP 800-
57 
Key 

Management 

CSE 
ITSP.40.111 

Canada 

CISA PQC 
Guidance 
USA Critical 
Infrastructure 

QCAS-
PKI-02 

Quantum-Safe Certificate 
Lifecycle Aligned Aligned Aligned Aligned Aligned 

QCAS-
PKI-03 

Revocation Infrastructure 
Aligned Aligned Aligned Aligned Aligned 

QCAS-
PKI-04 

CA Private Key 
Protection Direct Aligned Aligned Aligned Aligned 

QCAS-
OT-01 

OT Security Framework 
Alignment Partial Partial Partial Partial Aligned 

QCAS-
OT-02 

Firmware Signing 
Requirements Aligned Aligned Aligned Aligned Aligned 

QCAS-
OT-03 

Constrained Environment 
Controls Partial - Partial Partial Aligned 

QCAS-
SC-01 

Cryptographic Bill of 
Materials Partial Partial Partial Partial Aligned 

QCAS-
SC-02 

Supplier PQC Readiness 
Assessment - - - Partial Aligned 

QCAS-
SC-03 

Contractual 
Cryptographic 
Requirements 

- - - Partial Aligned 

QCAS-
GOV-01 

Quantum Trust 
Operating Model - Partial Partial Partial Aligned 

QCAS-
GOV-02 

Crypto-Agility Runbook 
- Aligned Aligned Aligned Aligned 

QCAS-
GOV-03 

Quantum-Specific IR 
Scenarios - - - Partial Aligned 

QCAS-
GOV-04 

Regulatory Alignment 
Mapping - Aligned - Partial Aligned 

QCAS-
AUD-01 

Cryptographic Event 
Logging - - Partial Partial Aligned 

QCAS-
AUD-02 

Evidence Chain Integrity 
- - Partial Partial Aligned 

QCAS-
AUD-03 

Independent Validation 
Requirement Partial - - Partial Partial 

 

A.2 Europe 

Standards: ENISA PQC Guidance 2024 · BSI TR-02102 (Germany) · NCSC UK · ANSSI (France) 
· NIS2 Directive / ETSI TS 119 312 

QCAS 
Ref 

Control ENISA PQC 
2024 

EU Agency 

BSI TR-02102 
Germany 

NCSC UK 
PQC Guidance 

ANSSI 
France · PQC 

Position 

NIS2 / ETSI 
EU Directive · TS 

119 312 

QCAS-
ALG-01 

Standardised Algorithm 
Adoption Aligned Aligned Aligned Aligned Partial 

QCAS-
ALG-02 

Implementation 
Correctness Verification Aligned Direct Aligned Aligned - 

QCAS-
ALG-03 

Hybrid Cryptography 
During Transition Direct Aligned Direct Direct Partial 
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QCAS 
Ref 

Control ENISA PQC 
2024 

EU Agency 

BSI TR-02102 
Germany 

NCSC UK 
PQC Guidance 

ANSSI 
France · PQC 

Position 

NIS2 / ETSI 
EU Directive · TS 

119 312 

QCAS-
ALG-04 

Deprecated Algorithm 
Prohibition Aligned Direct Aligned Aligned Partial 

QCAS-
ALG-05 

Security Level Selection 
Aligned Aligned Aligned Aligned Partial 

QCAS-
KEY-01 

Entropy Source 
Adequacy Aligned Direct Aligned Aligned Partial 

QCAS-
KEY-02 

Cryptographic Module 
Validation Aligned Direct Aligned Aligned Partial 

QCAS-
KEY-03 

Ephemeral Key 
Zeroisation Aligned Aligned Aligned Aligned - 

QCAS-
KEY-04 

Quantum-Specific 
Lifecycle Procedures Aligned Aligned Aligned Aligned Partial 

QCAS-
KEY-05 

Key Rotation 
Enforcement Aligned Aligned Aligned Aligned Partial 

QCAS-
PROT-01 

Protocol Layer Coverage 
Aligned Aligned Aligned Aligned Aligned 

QCAS-
PROT-02 

Hybrid Session Key 
Derivation Direct Aligned Direct Direct - 

QCAS-
PROT-03 

Classical Fallback 
Governance Aligned Aligned Aligned Partial Aligned 

QCAS-
PROT-04 

Downgrade Resistance 
Aligned Aligned Aligned Aligned Aligned 

QCAS-
PROT-05 

Side-Channel Exposure 
Assessment Partial Aligned Partial Partial - 

QCAS-
PKI-01 

Hybrid Certificate 
Infrastructure Aligned Aligned Aligned Aligned Partial 

QCAS-
PKI-02 

Quantum-Safe Certificate 
Lifecycle Aligned Aligned Aligned Aligned Partial 

QCAS-
PKI-03 

Revocation Infrastructure 
Aligned Aligned Aligned Aligned - 

QCAS-
PKI-04 

CA Private Key 
Protection Aligned Direct Aligned Aligned Partial 

QCAS-
OT-01 

OT Security Framework 
Alignment Partial Aligned Partial Partial Aligned 

QCAS-
OT-02 

Firmware Signing 
Requirements Aligned Aligned Aligned Aligned Partial 

QCAS-
OT-03 

Constrained Environment 
Controls Partial Aligned Partial Partial Partial 

QCAS-
SC-01 

Cryptographic Bill of 
Materials Partial Partial Partial Partial Partial 

QCAS-
SC-02 

Supplier PQC Readiness 
Assessment Aligned Partial Aligned Partial Aligned 

QCAS-
SC-03 

Contractual 
Cryptographic 
Requirements 

Aligned Partial Aligned - Aligned 

QCAS-
GOV-01 

Quantum Trust 
Operating Model Aligned Aligned Aligned Partial Aligned 

QCAS-
GOV-02 

Crypto-Agility Runbook 
Aligned Aligned Aligned Aligned Aligned 
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QCAS 
Ref 

Control ENISA PQC 
2024 

EU Agency 

BSI TR-02102 
Germany 

NCSC UK 
PQC Guidance 

ANSSI 
France · PQC 

Position 

NIS2 / ETSI 
EU Directive · TS 

119 312 

QCAS-
GOV-03 

Quantum-Specific IR 
Scenarios Aligned Aligned Aligned - Aligned 

QCAS-
GOV-04 

Regulatory Alignment 
Mapping Aligned Aligned Aligned Aligned Direct 

QCAS-
AUD-01 

Cryptographic Event 
Logging Aligned Aligned Aligned Partial Aligned 

QCAS-
AUD-02 

Evidence Chain Integrity 
Aligned Aligned Aligned Partial Aligned 

QCAS-
AUD-03 

Independent Validation 
Requirement Partial Partial Partial Partial Partial 

 

A.3 Asia-Pacific 

Standards: CSA Singapore · MAS TRM Singapore · NCIIPC / CERT-In India · CRYPTREC Japan · 
ASD ISM Australia 

QCAS 
Ref 

Control CSA 
Singapore 

Cyber Security 
Agency 

MAS TRM 
Singapore · 

Financial Sector 

NCIIPC / 
CERT-In 

India 

CRYPTREC 
Japan 

ASD ISM 
Australia 

QCAS-
ALG-01 

Standardised Algorithm 
Adoption Aligned Partial Aligned Direct Aligned 

QCAS-
ALG-02 

Implementation 
Correctness Verification Aligned Partial Partial Direct Aligned 

QCAS-
ALG-03 

Hybrid Cryptography 
During Transition Aligned Partial Partial Aligned Aligned 

QCAS-
ALG-04 

Deprecated Algorithm 
Prohibition Aligned Aligned Aligned Aligned Aligned 

QCAS-
ALG-05 

Security Level Selection 
Aligned Aligned Partial Aligned Aligned 

QCAS-
KEY-01 

Entropy Source 
Adequacy Aligned Aligned Partial Aligned Aligned 

QCAS-
KEY-02 

Cryptographic Module 
Validation Aligned Aligned Partial Aligned Aligned 

QCAS-
KEY-03 

Ephemeral Key 
Zeroisation Aligned Aligned Partial Aligned Aligned 

QCAS-
KEY-04 

Quantum-Specific 
Lifecycle Procedures Aligned Aligned Partial Aligned Aligned 

QCAS-
KEY-05 

Key Rotation 
Enforcement Aligned Aligned Partial Aligned Aligned 

QCAS-
PROT-01 

Protocol Layer Coverage 
Aligned Aligned Partial Aligned Aligned 

QCAS-
PROT-02 

Hybrid Session Key 
Derivation Aligned Partial - Aligned Aligned 

QCAS-
PROT-03 

Classical Fallback 
Governance Aligned Aligned Partial - Aligned 

QCAS-
PROT-04 

Downgrade Resistance 
Aligned Aligned Partial Aligned Aligned 

QCAS-
PROT-05 

Side-Channel Exposure 
Assessment Partial Partial - Partial Partial 
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QCAS 
Ref 

Control CSA 
Singapore 

Cyber Security 
Agency 

MAS TRM 
Singapore · 

Financial Sector 

NCIIPC / 
CERT-In 

India 

CRYPTREC 
Japan 

ASD ISM 
Australia 

QCAS-
PKI-01 

Hybrid Certificate 
Infrastructure Aligned Aligned Partial Aligned Aligned 

QCAS-
PKI-02 

Quantum-Safe Certificate 
Lifecycle Aligned Aligned Partial Aligned Aligned 

QCAS-
PKI-03 

Revocation Infrastructure 
Aligned Aligned Partial Aligned Aligned 

QCAS-
PKI-04 

CA Private Key 
Protection Aligned Aligned Partial Aligned Aligned 

QCAS-
OT-01 

OT Security Framework 
Alignment Partial Partial Aligned - Aligned 

QCAS-
OT-02 

Firmware Signing 
Requirements Aligned Partial Partial Aligned Aligned 

QCAS-
OT-03 

Constrained Environment 
Controls Partial Partial Partial Partial Aligned 

QCAS-
SC-01 

Cryptographic Bill of 
Materials Partial Partial Partial - Partial 

QCAS-
SC-02 

Supplier PQC Readiness 
Assessment Aligned Aligned Aligned - Aligned 

QCAS-
SC-03 

Contractual 
Cryptographic 
Requirements 

Aligned Aligned Aligned - Aligned 

QCAS-
GOV-01 

Quantum Trust 
Operating Model Aligned Aligned Aligned - Aligned 

QCAS-
GOV-02 

Crypto-Agility Runbook 
Aligned Aligned Partial - Aligned 

QCAS-
GOV-03 

Quantum-Specific IR 
Scenarios Aligned Aligned Partial - Aligned 

QCAS-
GOV-04 

Regulatory Alignment 
Mapping Aligned Aligned Aligned - Aligned 

QCAS-
AUD-01 

Cryptographic Event 
Logging Aligned Aligned Aligned - Aligned 

QCAS-
AUD-02 

Evidence Chain Integrity 
Aligned Aligned Partial - Aligned 

QCAS-
AUD-03 

Independent Validation 
Requirement Partial Aligned Partial Partial Aligned 

 

A.4 International and Sector Standards 

Standards: ISO/IEC 19790 (Cryptographic Modules) · ISO/IEC 27001:2022 · ISO/SAE 21434 
(Automotive) · IEC 62443 (OT/ICS) · ISO/IEC 15408 (Common Criteria) 

QCAS 
Ref 

Control ISO/IEC 19790 
Cryptographic 

Modules 

ISO/IEC 
27001:22 

ISMS · A.8.24 
Crypto 

ISO/SAE 
21434 

Automotive 
Cybersecurity 

IEC 62443 
OT/ICS Security 

ISO/IEC 15408 
Common Criteria 

QCAS-
ALG-01 

Standardised Algorithm 
Adoption Partial Partial Partial Partial Partial 

QCAS-
ALG-02 

Implementation 
Correctness Verification Direct - Partial Partial Direct 
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QCAS 
Ref 

Control ISO/IEC 19790 
Cryptographic 

Modules 

ISO/IEC 
27001:22 

ISMS · A.8.24 
Crypto 

ISO/SAE 
21434 

Automotive 
Cybersecurity 

IEC 62443 
OT/ICS Security 

ISO/IEC 15408 
Common Criteria 

QCAS-
ALG-03 

Hybrid Cryptography 
During Transition - - Partial - Partial 

QCAS-
ALG-04 

Deprecated Algorithm 
Prohibition Partial Aligned Partial Partial Aligned 

QCAS-
ALG-05 

Security Level Selection 
Partial Partial Partial Partial Partial 

QCAS-
KEY-01 

Entropy Source 
Adequacy Direct Partial - Partial Direct 

QCAS-
KEY-02 

Cryptographic Module 
Validation Direct Aligned Partial Partial Direct 

QCAS-
KEY-03 

Ephemeral Key 
Zeroisation Direct Partial - Partial Aligned 

QCAS-
KEY-04 

Quantum-Specific 
Lifecycle Procedures Aligned Aligned Partial Partial Partial 

QCAS-
KEY-05 

Key Rotation 
Enforcement Aligned Aligned Partial Partial Partial 

QCAS-
PROT-01 

Protocol Layer Coverage 
Partial Partial Partial Aligned Partial 

QCAS-
PROT-02 

Hybrid Session Key 
Derivation - - - - Partial 

QCAS-
PROT-03 

Classical Fallback 
Governance - Partial - Aligned - 

QCAS-
PROT-04 

Downgrade Resistance 
Partial Partial Partial Aligned Aligned 

QCAS-
PROT-05 

Side-Channel Exposure 
Assessment Direct - - Partial Direct 

QCAS-
PKI-01 

Hybrid Certificate 
Infrastructure Aligned Partial Partial Partial Partial 

QCAS-
PKI-02 

Quantum-Safe Certificate 
Lifecycle Aligned Aligned Partial Partial Aligned 

QCAS-
PKI-03 

Revocation Infrastructure 
Aligned Partial - Partial Aligned 

QCAS-
PKI-04 

CA Private Key 
Protection Direct Aligned Partial Partial Direct 

QCAS-
OT-01 

OT Security Framework 
Alignment Partial Partial Aligned Direct Partial 

QCAS-
OT-02 

Firmware Signing 
Requirements Partial Partial Aligned Aligned Aligned 

QCAS-
OT-03 

Constrained Environment 
Controls Partial Partial Aligned Direct Partial 

QCAS-
SC-01 

Cryptographic Bill of 
Materials - Partial Partial Partial - 

QCAS-
SC-02 

Supplier PQC Readiness 
Assessment - Aligned Partial Aligned - 

QCAS-
SC-03 

Contractual 
Cryptographic 
Requirements 

- Aligned Partial Aligned - 

QCAS-
GOV-01 

Quantum Trust 
Operating Model - Aligned Partial Partial - 
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QCAS 
Ref 

Control ISO/IEC 19790 
Cryptographic 

Modules 

ISO/IEC 
27001:22 

ISMS · A.8.24 
Crypto 

ISO/SAE 
21434 

Automotive 
Cybersecurity 

IEC 62443 
OT/ICS Security 

ISO/IEC 15408 
Common Criteria 

QCAS-
GOV-02 

Crypto-Agility Runbook 
- Partial Partial Partial - 

QCAS-
GOV-03 

Quantum-Specific IR 
Scenarios - Partial Partial Partial - 

QCAS-
GOV-04 

Regulatory Alignment 
Mapping - Aligned Aligned Aligned - 

QCAS-
AUD-01 

Cryptographic Event 
Logging Partial Aligned Partial Aligned Aligned 

QCAS-
AUD-02 

Evidence Chain Integrity 
Aligned Aligned Partial Aligned Direct 

QCAS-
AUD-03 

Independent Validation 
Requirement Aligned Partial - Partial Direct 
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Annex B: Revision History 

Version Date Changes 

v1.1 June 2026 First edition. Establishes 32 controls across 8 domains. Global 
Standards Alignment Matrix covering 22 standards across 
Americas, Europe, Asia-Pacific, and international frameworks. 
Two-scope applicability: vendor product validation and enterprise 
implementation assurance. 
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Evidence over assumption. Control over narrative. 

brian.couzens@sitg-consulting.com  |  +66 972 176 658 

Strategy | Intelligence | Technology | Growth 

© 2026 SITG-Consulting and Brian Couzens. All rights reserved. 


