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1. Engagement Overview 

1.1 Context and Purpose 

This report presents the findings, evidence, and verdict of an independent PQC Implementation 
Assurance engagement conducted by SITG-Consulting for ████████ AG, a global automotive 
original equipment manufacturer headquartered in ████████. The engagement was initiated 
following the organisation’s completion of a multi-year cryptographic modernisation programme, in 
which quantum-safe cryptography was deployed across three operational domains: PKI and 
certificate infrastructure, operational technology and manufacturing systems, and supply-chain 
partner communications. 

The purpose of the engagement was to provide independent, evidence-led assurance to the 
████████ AG Board and Group Chief Information Security Officer that the PQC 
implementations are algorithmically correct, operationally effective, and governed by control 
structures sufficient to sustain them over time. SITG-Consulting was engaged directly by the CISO 
function and operated with full access to technical environments, documentation, and governance 
artefacts. 

1.2 Scope 

The following three domains were assessed, corresponding to the primary areas of PQC 
investment declared by ████████ AG: 

• Domain 1 – PKI and Certificate Infrastructure: Hybrid ML-DSA certificate issuance, internal 
CA migration, lifecycle management, and revocation infrastructure across the enterprise 
certificate estate (~4,200 domain and device certificates in scope). 

• Domain 2 – OT and Manufacturing Systems: PQC firmware signing for production-line 
programmable logic controllers (PLCs), quantum-safe M2M communications across 47 
manufacturing facilities, and SCADA network encryption. 

• Domain 3 – Supply-Chain Cryptographic Assurance: Quantum-safe B2B API 
communications with Tier 1 suppliers, third-party PQC readiness assessments, and 
cryptographic bill of materials (CBOM) acquisition programme. 

 

Scope did not extend to connected vehicle (V2X) communications, consumer-facing applications, 
or subsidiaries operating under separate information security governance frameworks. 

1.3 Engagement Basis 

SITG-Consulting holds no commercial relationship with any PQC product vendor whose products 
are assessed in this report, and no equity position or delivery incentive in connection with this 
engagement. The engagement fee is the sole commercial arrangement. SITG-Consulting will not 
bid for, deliver, or sub-contract on any remediation work arising from findings in this report for 
twenty-four months from the date of issue. 

Validation artefacts produced by this engagement are designed to enter board records, regulatory 
submissions, procurement documentation, and audit evidence packs without further processing. 
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2. Independence, Evidence and Laboratory Standards 

This engagement was conducted in accordance with the Quantum Cryptographic Assurance 
Standard (QCAS v1.1), published by SITG-Consulting. QCAS v1.1 is the governing framework for 
all validation work conducted by SITG-Consulting and defines the control domains, evidentiary 
requirements, and verdict framework applied throughout this report. 

All findings and verdicts are grounded in observable, documented evidence. Vendor-provided 
claims, self-attestations, and documentation alone do not constitute evidence within the QCAS 
framework. Evidence comprises test results, protocol captures, algorithm output comparisons, 
configuration inspections, and direct observation of operational behaviour under controlled 
conditions. 

All technical testing conducted in support of this engagement was performed through a laboratory 
holding current ISO/IEC 27001 certification. Test results produced under this standard are backed 
by an independently certified information security management system. 
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3. Organisation and Deployment Profile 

3.1 Organisation Profile 

Legal Entity ████████ AG 

Sector Automotive Manufacturing 

Employees (Group) ~302,000 

Manufacturing Sites 47 facilities across 14 countries 

Tier 1 Suppliers in Scope 31 critical suppliers assessed 

Certificate Estate (in scope) 4,218 domain and device certificates 

PQC Programme Start Q1 2024 

Regulatory Frameworks ENISA, NIS2, UN R155/R156, TISAX, ISO/SAE 21434 

 

3.2 PQC Deployment Summary 

Between Q1 2024 and Q4 2025, ████████ AG completed a structured quantum-safe migration 
programme under the direction of a dedicated Quantum Readiness Programme Board, reporting to 
the Group CISO. The programme was structured in three tranches aligned to operational risk 
priority: 

• Tranche 1 (Q1–Q3 2024): PKI infrastructure migration and hybrid certificate rollout across 
corporate domain 

• Tranche 2 (Q2–Q4 2024): OT firmware signing migration and SCADA network quantum-
safe encryption across manufacturing facilities 

• Tranche 3 (Q1–Q4 2025): Supply-chain PQC assurance programme, CBOM acquisition, 
and B2B API quantum-safe transition 

 

Third-party vendors engaged in the deployment included providers of HSM infrastructure, CA 
software, OT security appliances, and B2B API gateways. SITG-Consulting independently 
assessed the outputs of these deployments; vendor claims were not accepted without 
corroborating evidence. 
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4. Validation Methodology 

4.1 Approach 

SITG-Consulting applied its standard evidence-led validation methodology, extended for enterprise 
implementation scope. The methodology comprised six phases across the three assessed 
domains: 

• Phase 1 – Document Review: Architecture specifications, PKI design documents, HSM 
configuration records, OT network diagrams, supplier assurance questionnaire responses, 
and governance artefacts. 

• Phase 2 – Protocol Capture and Analysis: Live traffic capture across representative 
samples of enterprise TLS sessions, OT M2M communications, and B2B API connections. 

• Phase 3 – Implementation Correctness Testing: Algorithm-level validation of ML-DSA-65 
(FIPS 204) and ML-KEM-768 (FIPS 203) against NIST ACVP known-answer test vectors. 

• Phase 4 – Certificate Chain Inspection: Verification of hybrid certificate structure, chain 
validity, revocation status, and lifecycle management across the full certificate estate 
sample. 

• Phase 5 – OT Environment Assessment: On-site assessment at three representative 
manufacturing facilities covering firmware signing, M2M communications, and SCADA 
encryption. 

• Phase 6 – Governance and Control Review: Assessment of Quantum Trust Operating 
Model, cryptographic governance framework, supply-chain assurance programme, and 
board reporting artefacts. 

4.2 Standards Reference 

Standard / Framework Alignment Notes 

NIST FIPS 203 (ML-KEM) 
Aligned 

Applied to M2M key exchange and OT tunnel 
establishment 

NIST FIPS 204 (ML-DSA) 
Aligned 

Applied to certificate signing and firmware signing 
validation 

NIST FIPS 205 (SLH-DSA) Not 
Applicable 

Not deployed in current scope; noted for future 
firmware signing consideration 

NIST SP 800-57 Part 1 
Aligned 

Key management lifecycle applied to PQC key 
material 

NIST SP 800-90B 
Aligned 

Entropy sources assessed via HSM FIPS 140-3 
certificates 

CNSA 2.0 
Aligned 

ML-KEM and ML-DSA deployment satisfies Phase 
1 and Phase 2 requirements 

IEC 62443 
Aligned 

OT security controls assessed against IEC 62443-
3-3 SR requirements 

ISO/SAE 21434 
Aligned 

Automotive cybersecurity lifecycle governance 
reviewed 

NIS2 / ENISA 
Aligned 

Cryptographic governance aligned to ENISA PQC 
guidance (2024) 

ETSI TS 119 312 
Aligned 

Cryptographic algorithm guidance for trust services 
applied to PKI domain 
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5. Domain Findings 

5.1 Summary 

Assessment Domain Verdict Summary Finding 

PKI: Hybrid Certificate Issuance 
(ML-DSA-65) 

VALIDATED 

Hybrid ML-DSA-65/RSA-4096 certificates 
issued correctly. Algorithm 
implementation verified against FIPS 204 
KAT vectors. 

PKI: Certificate Lifecycle and 
Revocation VALIDATED 

Certificate lifecycle management in 
place. OCSP updated to support hybrid 
certificate revocation. 

PKI: HSM Integration and Entropy 
VALIDATED 

HSM FIPS 140-3 validated (Level 3). ML-
DSA key generation entropy sufficient 
and correctly sourced. 

OT: Firmware Signing (ML-DSA-87) 
VALIDATED 

PLC firmware signing migrated to ML-
DSA-87. Signing ceremony governance 
and verification chain confirmed. 

OT: M2M Quantum-Safe 
Communications VALIDATED 

ML-KEM-768 hybrid key exchange 
confirmed in M2M sessions. Protocol 
captures verified across three facilities. 

OT: SCADA Network Encryption 
VALIDATED 

Quantum-safe tunnels confirmed on 
SCADA segments. IEC 62443 control 
alignment verified. 

Supply Chain: B2B API Quantum-
Safe TLS VALIDATED 

Hybrid TLS 1.3 confirmed on all in-scope 
supplier API connections where both 
parties support it. 

Supply Chain: CBOM Acquisition 
Programme VALIDATED 

CBOMs received from 28 of 31 critical 
suppliers. Risk register maintained for 3 
outstanding suppliers. 

Supply Chain: Supplier PQC 
Readiness Ratings VALIDATED 

Formal assurance ratings assigned to all 
31 Tier 1 suppliers. Methodology sound 
and evidenced. 

 

5.2 Domain 1: PKI and Certificate Infrastructure 

5.2.1 Hybrid Certificate Issuance  |  VALIDATED 

The internal certificate authority infrastructure of ████████ AG has been upgraded to support 
hybrid ML-DSA-65/RSA-4096 certificate issuance, using a Certificate Authority platform updated to 
support FIPS 204 operations. SITG-Consulting inspected 200 certificates drawn from across the 
enterprise estate (domain TLS, code signing, device, and S/MIME categories) and verified the 
following: 

• Hybrid certificate structure correctly encodes both the classical RSA-4096 and ML-DSA-65 
public key material and signatures in a dual-signature composite format consistent with 
draft-ounsworth-pq-composite-sigs. 

• ML-DSA-65 (FIPS 204) signature generation and verification confirmed correct via ACVP 
KAT vector testing – all 200 vector pairs passed. 

• Certificate validity periods set to 13 months maximum for new issuance, aligned to best 
practice for hybrid certificate lifecycle management. 

• Certificate profiles reviewed for all four certificate categories. No anomalous extensions or 
legacy algorithm inclusions detected. 
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OBS-
01 

Observation (non-blocking): Three legacy RSA-2048 certificates issued prior to the 
migration programme remain active with expiry dates in Q4 2026. These are on the 
renewal schedule and do not represent a governance gap, but should be tracked to 
ensure they do not roll over to RSA-2048 on renewal. 

 

5.2.2 Certificate Lifecycle and Revocation  |  VALIDATED 

Certificate lifecycle management processes have been updated to accommodate hybrid 
certificates. Automated renewal workflows were inspected and confirmed to issue hybrid 
certificates on renewal. The OCSP responder infrastructure has been upgraded to support hybrid 
certificate revocation status queries. SITG-Consulting tested revocation of a sample hybrid 
certificate and confirmed the OCSP response correctly reflected the revocation status within the 
standard response window. 

Certificate transparency logging is configured for externally-facing certificates. Internal certificates 
are tracked in the enterprise CMDB with a dedicated cryptographic asset classification field 
introduced as part of the migration programme. 

5.2.3 HSM Integration and Entropy  |  VALIDATED 

ML-DSA private key material for the root and issuing CAs is held in hardware security modules 
operating at FIPS 140-3 Level 3. FIPS 140-3 certificates were inspected and confirmed current. 
The HSM firmware version in production matches the version covered by the FIPS certificate. 
SITG-Consulting verified that ML-DSA-65 key generation is performed within the HSM boundary 
and that key material does not exist in plaintext outside the HSM at any point in the ████████ 
AG key management lifecycle. 

Entropy sourcing for ML-DSA key generation uses the HSM's onboard TRNG, which is covered by 
the FIPS 140-3 validation. No entropy reuse was observed across 300 consecutive key generation 
operations sampled under test conditions. 

 

5.3 Domain 2: OT and Manufacturing Systems 

5.3.1 Firmware Signing (ML-DSA-87)  |  VALIDATED 

Production-line PLC firmware for the three assessed manufacturing facilities has been migrated to 
ML-DSA-87 (FIPS 204) signing. SITG-Consulting validated the firmware signing pipeline end-to-
end. The signing ceremony is conducted within the HSM boundary; private key material is not 
extractable. Firmware verification on PLC boot uses the ML-DSA-87 public key embedded in the 
device trust anchor at provisioning, with verification occurring before any executable code is 
loaded. 

ACVP KAT testing of ML-DSA-87 sign and verify operations confirmed algorithmic correctness – 
150 vector pairs tested, all passed. Firmware images examined showed correct signature encoding 
and no legacy RSA countersignature dependency remaining in the verification chain. 

OBS-
02 

Observation (non-blocking): Six older PLC models at Facility C cannot verify ML-DSA-87 
signatures natively due to constrained firmware verification stacks. These are currently 
managed via a signed bootloader shim. The shim approach is operationally functional but 
introduces an additional verification step not present on newer hardware. Replacement of 
these units is already scheduled for Q3 2026 under the standard asset refresh cycle. 

 

5.3.2 M2M Quantum-Safe Communications  |  VALIDATED 

Machine-to-machine communications across the production floors of the three assessed facilities 
use quantum-safe session keys established via ML-KEM-768 hybrid key exchange. Protocol 
captures from each facility confirmed ML-KEM-768 ciphertext exchange in all sampled M2M 
sessions. Classical-only sessions were not observed in normal operation. 
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Key exchange timing across 500 sampled M2M session establishments showed a mean additional 
latency of 3.1ms versus classical-only key exchange under equivalent conditions. This is within the 
operationally acceptable threshold defined by the programme and does not affect production line 
timing constraints. 

5.3.3 SCADA Network Encryption  |  VALIDATED 

SCADA network segments at all three assessed facilities are protected by quantum-safe encrypted 
tunnels using ML-KEM-768 hybrid key exchange over IPsec. Network appliance configurations 
were reviewed and confirmed consistent with the approved security baseline. IEC 62443-3-3 
security requirement SR 3.1 (communications integrity) and SR 4.1 (information confidentiality) are 
satisfied by the deployed configuration. 

Failover behaviour was tested: on primary tunnel failure, traffic routes to the secondary tunnel – 
also quantum-safe – without falling back to unencrypted or classically-encrypted paths. No 
unprotected fallback path exists in the tested configuration. 

 

5.4 Domain 3: Supply-Chain Cryptographic Assurance 

5.4.1 B2B API Quantum-Safe TLS  |  VALIDATED 

B2B API connections with all 31 in-scope Tier 1 suppliers were assessed. Of these, 27 suppliers 
support hybrid TLS 1.3 with ML-KEM-768 key exchange on their B2B endpoints, and quantum-safe 
connections were confirmed via protocol capture. The remaining 4 suppliers are operating classical 
TLS 1.3 connections under a time-limited exception approved by the ████████ AG CISO, with a 
contractual commitment for hybrid TLS upgrade by Q4 2026. These exceptions are tracked in the 
supplier risk register with monthly review cadence. 

OBS-
03 

Observation (non-blocking): The 4 suppliers on classical-only TLS exceptions handle non-
critical logistics data categories only. No sensitive personal data, IP, or regulated data 
flows traverse these connections. Risk classification is appropriate. Exceptions should be 
reviewed at Q3 2026 to confirm upgrade progress before the contractual deadline. 

 

5.4.2 CBOM Acquisition Programme  |  VALIDATED 

The ████████ AG supply-chain assurance programme requires all 31 in-scope Tier 1 suppliers 
to provide a machine-readable Cryptographic Bill of Materials in CycloneDX 1.5 format. CBOMs 
have been received and validated from 28 of 31 suppliers. The 3 outstanding suppliers are under 
formal contractual notice, with escalation to procurement leads in progress. Risk associated with 
the outstanding CBOMs is assessed as low: none of the three suppliers handle cryptographically 
sensitive data categories. 

Received CBOMs were validated for schema compliance and assessed for algorithm-level 
exposure. No critical quantum-vulnerable algorithm dependencies were identified in CBOM-
submitting suppliers’ production code paths that are not already on the approved migration 
schedule. 

5.4.3 Supplier PQC Readiness Ratings  |  VALIDATED 

SITG-Consulting reviewed the supplier PQC readiness assessment methodology applied by 
████████ AG’s procurement security function. The methodology is evidence-based, uses a 
four-tier rating scale (Quantum-Ready / Transitional / Classical-Dependent / Unknown), and 
requires annual reassessment. 

Ratings have been assigned to all 31 Tier 1 suppliers: 

 

Rating Supplier Count Notes 

Quantum-Ready 14 Full PQC deployment confirmed; 
CBOM provided 
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Rating Supplier Count Notes 

Transitional 13 Active migration programme; 
partial PQC deployment 

Classical-Dependent 4 Under TLS exception; non-critical 
data only; contractual upgrade 
commitment 

Unknown 0 No unrated suppliers remain in 
scope 
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6. Governance and Control Environment 

SITG-Consulting assessed the governance structures surrounding all three deployment domains. 
The following table summarises findings across eight control domains. Control is the standard, not 
implementation correctness alone: an implementation without governance is exposure under a 
different label. 

Control Domain Status Assessment 

Quantum Trust Operating Model 

VALIDATED 

Documented model in place. Crypto ownership 
assigned to named roles. Board-level oversight 
established via Quantum Readiness 
Programme Board. 

Cryptographic Governance 
Framework VALIDATED 

Algorithm selection policy, key management 
standards, and crypto-agility runbook reviewed 
and confirmed operational. 

Crypto-Agility Runbook 

VALIDATED 

Runbook covers algorithm rotation, certificate 
reissuance, OT firmware update sequencing, 
and supplier notification. Tested via tabletop 
exercise in Q1 2026. 

Cryptographic Bill of Materials 
(CBOM) 

VALIDATED 

Machine-readable CBOM in CycloneDX 1.5 
format maintained for enterprise. Supplier 
CBOM programme 90% complete (28/31 
suppliers). 

HSM Key Management Lifecycle 
VALIDATED 

Key material for all quantum-safe operations 
held within FIPS 140-3 Level 3 HSMs. Key 
lifecycle procedures reviewed and confirmed. 

Incident Response - Quantum 
Scenarios 

VALIDATED 

IR playbooks include quantum-specific 
scenarios: algorithm compromise, HNDL 
exposure, downgrade event. Tabletop exercise 
conducted Q1 2026. 

Compliance Alignment (CNSA 
2.0 / NIS2) 

VALIDATED 

Deployment mapped to CNSA 2.0 Phases 1 
and 2. NIS2 cryptographic requirements 
satisfied. ENISA PQC guidance alignment 
confirmed. 

Audit Trail Integrity 

VALIDATED 

Cryptographic event logging configured to 
SIEM. Key generation, certificate issuance, 
firmware signing, and session key events all 
logged at audit grade. 

 

The governance posture of ████████ AG is substantively stronger than the norm for large-
enterprise PQC deployments assessed by SITG-Consulting to date. The presence of a functioning 
crypto-agility runbook, tested IR scenarios, and a board-level oversight structure reflects genuine 
governance maturity, not compliance posture. The Quantum Trust Operating Model is operationally 
embedded rather than aspirational. 
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7. Standards Alignment 

Standard / Framework Alignment Notes 

NIST FIPS 203 (ML-KEM) Aligned M2M and OT key exchange. ACVP KAT verified. 

NIST FIPS 204 (ML-DSA) 
Aligned 

Certificate signing and firmware signing. ACVP 
KAT verified. 

CNSA 2.0 Phase 1 
Aligned 

ML-KEM deployment satisfies Phase 1 key 
exchange requirements. 

CNSA 2.0 Phase 2 
Aligned 

ML-DSA deployment satisfies Phase 2 
authentication requirements. 

IEC 62443-3-3 
Aligned 

OT SR 3.1 and SR 4.1 satisfied by quantum-safe 
SCADA encryption. 

ISO/SAE 21434 
Aligned 

Cybersecurity lifecycle governance reviewed and 
confirmed. 

NIS2 / ENISA 
Aligned 

Cryptographic governance meets NIS2 and ENISA 
PQC guidance requirements. 

ETSI TS 119 312 
Aligned 

PKI algorithm guidance applied to CA operations 
and certificate profiles. 

CycloneDX 1.5 (CBOM) 
Aligned 

Enterprise CBOM and 28 of 31 supplier CBOMs in 
CycloneDX 1.5 format. 
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8. Validation Verdict 

8.1 Overall Verdict 

 

VALIDATED 

Genuine PQC implementation. Algorithms correctly deployed across all 
three assessed domains. Governance structures sufficient to sustain 
the deployment. Fit for purpose. This verdict is evidenced, traceable to 
test results, and designed to enter board records, regulatory 
submissions, and procurement documentation. 

 

8.2 Basis for Verdict 

The VALIDATED verdict is grounded in the following substantiated findings: 

• ML-DSA-65 and ML-DSA-87 implementations are algorithmically correct per FIPS 204 
ACVP KAT testing. Certificate issuance, firmware signing, and verification chains are 
structurally sound. 

• ML-KEM-768 hybrid key exchange is correctly implemented in both OT M2M 
communications and B2B API connections, verified by protocol capture and KAT testing per 
FIPS 203. 

• HSM infrastructure operates at FIPS 140-3 Level 3 across all quantum-safe key generation 
operations. Key material is appropriately protected throughout its lifecycle. 

• Governance structures are operationally mature: crypto-agility runbook tested, IR playbooks 
include quantum scenarios, board oversight in place, and CBOM programme substantially 
complete. 

• Supply-chain assurance programme is methodologically sound, evidence-based, and 
maintains formal ratings for all Tier 1 suppliers in scope. 

• Standards alignment is confirmed across CNSA 2.0 Phases 1 and 2, FIPS 203/204, IEC 
62443, NIS2, and ETSI TS 119 312. 

 

8.3 Observations 

Three non-blocking observations were raised during the engagement (OBS-01, OBS-02, OBS-03). 
None of these observations affect the validity of the VALIDATED verdict. They are documented to 
support ████████ AG’s ongoing programme management and are expected to be resolved 
through normal operational and asset refresh cycles. SITG-Consulting recommends that progress 
against these observations is reviewed at the next scheduled engagement. 

8.4 Scope of This Verdict 

For Board and executive 
use 

This verdict confirms that the PQC implementation is genuine, 
correct, and governed. It may be cited in board reporting and 
executive communications as independent third-party validation. 

For regulatory submissions This verdict and the associated evidence pack satisfy the 
evidential requirements for PQC implementation assurance under 
NIS2, ENISA guidance, and CNSA 2.0 alignment claims. 

For procurement and audit This report constitutes an independent validation artefact. It may 
be provided to auditors and procurement counterparties as 
evidence of quantum-safe implementation status without further 
qualification. 
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Scope boundary This verdict applies to the three assessed domains only. 
Connected vehicle (V2X), consumer-facing applications, and out-
of-scope subsidiaries are not covered by this verdict. 
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9. Continuous Assurance Recommendation 

SITG-Consulting recommends that ████████ AG maintains quantum assurance on a 
continuous basis through the following mechanisms, aligned to Module 7 of the SITG-Consulting 
Quantum Trust & PQC Assurance Services framework: 

• Quarterly protocol validation: re-validation of M2M, SCADA, and B2B API connections to 
detect algorithm drift, configuration deviation, or supplier posture change. 

• Annual full re-assessment: repeat of this engagement scope following any material change 
to PQC-relevant systems, standards, or the cryptographic threat landscape. 

• Ongoing CBOM drift detection: monitoring for algorithm changes in supplier CBOMs 
between annual reassessments. 

• Algorithm deprecation monitoring: standing brief from SITG-Consulting on NIST, CNSA 2.0, 
and ENISA algorithm deprecation signals with impact assessment for deployed estate. 

 

The next scheduled full re-assessment is recommended for Q2 2027, or earlier if NIST issues a 
material update to FIPS 203 or FIPS 204, or if a significant supply-chain cryptographic event 
occurs. 
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Appendix A: Test Environment 

PKI Assessment 
Environment 

Production CA environment (read-only access); isolated test CA 
for certificate issuance testing; certificate inspection tooling 
(OpenSSL 3.3.0 with oqs-provider 0.6.0) 

HSM (PKI) Thales Luna Network HSM 7, firmware 7.8.3, FIPS 140-3 Level 3 

OT Facilities Assessed Facilities A, B, and C (locations redacted). Representative of 47-
site estate. 

PLC Models Assessed Siemens S7-1500 series (primary); Beckhoff CX series 
(secondary); 6 constrained-stack units (OBS-02) 

Protocol Capture (OT) Wireshark 4.2.5 with ML-KEM IKEv2 dissector; tshark automation; 
500 M2M sessions sampled 

KAT Validation NIST ACVP test vectors: FIPS 203 (200 pairs), FIPS 204 ML-
DSA-65 (200 pairs), FIPS 204 ML-DSA-87 (150 pairs) 

B2B API Assessment TLS handshake capture from gateway proxy; 31 suppliers 
assessed; hybrid cipher suite verification 

CBOM Validation CycloneDX 1.5 schema validation; algorithm inventory analysis; 
28 CBOMs processed 

 

Appendix B: Evidence Reference 

E-01 PKI certificate inspection report – 200 certificates, hybrid structure 
verification – SHA256 manifest on file 

E-02 FIPS 204 ML-DSA-65 KAT output – 200 vector pairs, all PASS 

E-03 FIPS 204 ML-DSA-87 KAT output – 150 vector pairs, all PASS 

E-04 FIPS 203 ML-KEM-768 KAT output – 200 vector pairs, all PASS 

E-05 HSM FIPS 140-3 certificates (PKI and OT) – current at 
engagement date 

E-06 OT M2M protocol captures – 500 sessions across 3 facilities, ML-
KEM-768 confirmed 

E-07 SCADA tunnel configuration review – no classical-only fallback 
path confirmed 

E-08 Firmware signing pipeline review – ML-DSA-87 end-to-end 
verification chain confirmed 

E-09 B2B API TLS capture – 27 suppliers hybrid TLS confirmed; 4 
suppliers classical TLS exception documentation 

E-10 CBOM validation report – 28 CBOMs, CycloneDX 1.5 schema 
compliance confirmed; algorithm inventory summary 

E-11 Supplier PQC readiness ratings register – 31 suppliers rated; 
methodology review 

E-12 Quantum Trust Operating Model and governance framework 
review – crypto-agility runbook, IR playbook, board reporting 
artefacts 
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