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1. Engagement Overview

1.1 Purpose

This report presents the findings and verdict of an independent PQC Product Validation conducted
by SITG-Consulting against ||| I Quantum-Safe VPN ([ oS v11.2/

6.x). The engagement was conducted under Module 4 of the SITG-Consulting
Quantum Trust and PQC Assurance Services framework.

The objective was to independently assess whether the product's post-quantum cryptography
claims are substantiated by implementation evidence, whether the algorithms are correctly
deployed to published standards, and whether the governance structures that surround the product
are sufficient to sustain what has been deployed.

1.2 Scope

The validation covered the following claim domains as declared in ||| product
documentation and public communications:

* Quantum-safe IKEv2/IPsec tunnel establishment via hybrid key exchange (X25519 + ML-
KEM-768, per FIPS 203)

* TLS 1.3 management-plane protection using hybrid X25519+ML-KEM-768 key exchange

- I o2t ay-to-client quantum-safe handshake under || I 0S v11.2

» Certificate chain and PKI integrity across the tunnel lifecycle

- Entropy sourcing and key material handling within the ||| | ] ] ] ll OS cryptographic
subsystem

+ Fallback and downgrade-resistance behaviour under adversarial negotiation conditions

Scope did not extend to Prisma Access cloud-delivered instances, ||| - Series hardware-
accelerated cipher offload paths, or third-party PKI integrations beyond what ships with the
product.

1.3 Engagement Basis

SITG-Consulting conducted this engagement under its standard independence terms. No vendor
partnerships, equity positions, or downstream commercial arrangements exist with

The engagement fee is the only commercial relationship. SITG-Consulting will not bid for, dehver
or sub-contract on any remediation arising from findings in this report for twenty-four months from
the date of issue.
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2. Independence, Evidence and Laboratory Standards

This engagement was conducted in accordance with the Quantum Cryptographic Assurance
Standard (QCAS v1.1), published by SITG-Consulting. QCAS v1.1 is the governing framework for
all validation work conducted by SITG-Consulting and defines the control domains, evidentiary
requirements, and verdict framework applied throughout this report.

All findings and verdicts are grounded in observable, documented evidence. Vendor-provided
claims, self-attestations, and documentation alone do not constitute evidence within the QCAS
framework. Evidence comprises test results, protocol captures, algorithm output comparisons,
configuration inspections, and direct observation of operational behaviour under controlled
conditions.

All technical testing conducted in support of this engagement was performed through a laboratory
holding current ISO/IEC 27001 certification. Test results produced under this standard are backed
by an independently certified information security management system.

sITG-2026-J - /\ND-001 | [ Quantum-Safe VPN | June 2026 Page 3 of 15



SITG-Consulting INDEPENDENT PQC PRODUCT VALIDATION REPORT CONFIDENTIAL

3. Product Under Assessment

3.1 Product Identity

Vendor I

Product B Quantum-Safe VPN

Platform I Os v11.2

Client Version B /o0 6.x

Target Deployment Enterprise gateway (| ] - Series appliance) with remote

access clients

PQC Claims (Vendor) Hybrid quantum-safe IKEv2/IPsec; hybrid TLS 1.3; ML-KEM-768
key exchange

Assessment Environment  Isolated lab (refer Appendix A)

3.2 Vendor PQC Claims
I =5 represented [ 6-x oo I OS 112 as providing 'quantum-

safe remote access' through the following mechanisms, as documented in vendor release notes,
product datasheets, and public communications:

» Hybrid IKEv2 key exchange combining classical X25519 Elliptic Curve Diffie-Hellman with
ML-KEM-768 (CRYSTALS-Kyber, NIST FIPS 203) for IPsec tunnel establishment

« Hybrid TLS 1.3 key exchange for || Il VPN management-plane and portal

connections

* Automatic negotiation of quantum-safe cipher suites where both gateway and client support
them

* FIPS 140-3 validated cryptographic module underpinning key generation and session key
derivation

These claims form the basis of the validation scope. Each was tested against implementation
evidence, live traffic capture, and standards compliance.
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4. Validation Methodology

4.1 Approach

SITG-Consulting follows an evidence-led validation methodology. Claims are tested; results are
recorded; verdicts are grounded in observable evidence rather than vendor-provided
documentation alone. The methodology comprised five phases:

* Phase 1 - Document Review: Architecture specifications, release notes, FIPS validation
certificates, key management documentation, and SDLC artefacts

* Phase 2 - Protocol Capture and Analysis: Live traffic capture of IKEv2 and TLS handshakes
under controlled conditions using Wireshark with custom ML-KEM dissectors and tshark
automation

* Phase 3 - Implementation Correctness Testing: Algorithm-level validation of ML-KEM-768
encapsulation and decapsulation outputs against NIST Known-Answer Test (KAT) vectors
(FIPS 203 ACVP dataset)

* Phase 4 - Adversarial Scenario Testing: Deliberate downgrade attempts, malformed
negotiation inputs, and fallback-path enumeration

* Phase 5 - Governance Review: Documentation completeness, SDLC maturity assessment,
configuration management, and incident response preparedness

3.2 Test Environment

Refer Appendix A for full environment specification. Testing was conducted in an isolated lab
environment with no connectivity to production systems. The test environment reproduced a
representative enterprise deployment comprising a || l-Series gateway appliance and
Windows and macOS | VPN clients.

3.3 Standards Reference

NIST FIPS 203 Module-Lattice Key Encapsulation Mechanism Standard (ML-KEM)

NIST SP 800-56C Rev 2 Recommendation for Key-Derivation Methods in Key-Establishment
Schemes

NIST SP 800-90B Recommendation for the Entropy Sources Used for Random Bit
Generation

CNSA 2.0 Commercial National Security Algorithm Suite 2.0 (NSA/CISA)

RFC 9370 Additional IKEv2 Key Exchange Methods (hybrid PQC IKEv2)

RFC 8446 TLS 1.3

ETSI GS QKS 004 Quantum Key Distribution - Interfaces

NIST IR 8413 Status Report on the Third Round of the NIST PQC

Standardisation Process
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5. Technical Findings

5.1 Summary

The following table summarises findings across all assessed domains. Detailed findings by domain
are set out in sections 4.2 to 4.8.

Assessment Area ' Verdict Key Findings

Hybrid IKEv2 Key Exchange (ML- VALIDATED Correctly implemented per RFC 9370 and

KEM-768 + X25519) FIPS 203. KAT vectors confirmed.

TLS 1.3 Management Plane - Hybrid X25519+ML-KEM-768 negotiated

Hybrid Key Exchange VALIDATED correctly. Cipher suite prioritisation
confirmed.

ML-KEM-768 Implementation VALIDATED Encapsulation and decapsulation outputs

Correctness match NIST FIPS 203 ACVP KAT dataset.

Entropy Sourcing and Key VALIDATED FIPS 140-3 validated DRBG (Certificate

Material Handling #4891). No entropy reuse detected.

Side-Channel Exposure No timing variation observable in ML-KEM

VALIDATED .

(Protocol Level) decapsulation at protocol boundary.

Fallback and Downgrade Classical-only fallback path active without

Resistance CONDITIONAL  mandatory operator alerting or audit-grade
logging.

Certificate Chain and PKI PQC hybrid certificates not supported.

Integration CONDITIONAL  Certificate layer remains RSA-2048 /
ECDSA-P256 only.

Governance and Lifecycle No CBOM published. Crypto-agility

Documentation CONDITIONAL  runbook absent. Key rotation procedures

not PQC-specific.

5.2 Hybrid IKEv2 Key Exchange

Finding: VALIDATED

Protocol captures confirmed that 6.x initiates IKEv2 key exchange using the hybrid
additional key exchange (ADDKE) mechanism defined in RFC 9370. The ML-KEM-768 codepoint
(0x0800, provisionally assigned) was observed in IKE_SA_INIT exchanges across 100% of test
sessions where both gateway and client supported the cipher suite.

The encapsulated ML-KEM ciphertext length (1088 bytes for ML-KEM-768) was consistent across
all captured sessions. Key derivation combines the classical X25519 shared secret and the ML-
KEM-768 shared secret via the IKEv2 SK_d pseudo-random function chain, providing a composite
session key that is quantum-safe if either component is secure. This implementation is structurally
correct.

NIST FIPS 203 KAT vectors were used to verify ML-KEM-768 encapsulation and decapsulation
correctness. All 200 test vectors passed.

5.3 TLS 1.3 Management Plane

Finding: VALIDATED

TLS 1.3 connections to the VPN portal and gateway management interface
negotiated hybrid key exchange using the draft-ietf-tls-hybrid-design group identifiers
(X25519Kyber768Draft00, IANA code point 0x6399) where client and server both advertised
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support. Cipher suite prioritisation placed quantum-safe hybrid groups ahead of classical ECDH
groups.

TLS session capture confirmed that the hybrid key share was accepted in the ServerHello in all
test sessions. No session resumed to a classical-only cipher suite where the hybrid path was
available. Management plane protection is operationally quantum-safe under the tested
configuration.

5.4 ML-KEM-768 Implementation Correctness

Finding: VALIDATED

SITG-Consulting exercised the ML-KEM implementation via the NIST Automated Cryptographic
Validation Protocol (ACVP) test vectors for FIPS 203. Encapsulation and decapsulation outputs for
all 200 KAT vector pairs matched reference values exactly. Polynomial arithmetic, NTT transforms,
and compression/decompression steps produced correct outputs across the full parameter set for
ML-KEM-768.

No deviations from the FIPS 203 specification were detected in the algorithm implementation. The
implementation is algorithmically correct.

5.5 Entropy Sourcing and Key Material Handling

Finding: VALIDATED

OS v11.2 sources entropy from the hardware-based true random number generator
present on -Series appliances, seeded into a NIST SP 800-90A/B/C compliant DRBG
chain. FIPS 140-3 validation certificate #4891 covers the cryptographic module, including the
entropy source and DRBG.

Session key material for ML-KEM-768 key encapsulation was verified to use per-session
randomness with no observable reuse across 500 consecutive session establishments. Ephemeral
key material was confirmed to be zeroised from memory following session teardown via post-
teardown memory inspection under controlled test conditions.

5.6 Side-Channel Exposure Assessment

Finding: VALIDATED (Protocol Level)

Protocol-level timing analysis was conducted across 1,000 ML-KEM-768 decapsulation operations
captured at the gateway. Timing variance across operations did not exhibit statistically significant
correlation with ciphertext content or shared secret value, with a coefficient of variation of 0.3%
across samples. No timing oracle vulnerability was observable at the protocol boundary.

Note: This assessment addresses protocol-level side-channel exposure only. Hardware-level
power analysis and electromagnetic side-channel testing of the cryptographic module itself falls
outside the scope of this engagement and is governed by the FIPS 140-3 validation. No finding is
made on hardware-level side-channel resistance beyond what is addressed in FIPS 140-3
certificate #4891.

5.7 Fallback and Downgrade Resistance

Finding: CONDITIONAL

Under adversarial negotiation conditions, || Il 6-x falls back to classical-only IKEv2 key
exchange (X25519 without ML-KEM-768) when a client presents only classical cipher suite
proposals. This behaviour is expected in a hybrid deployment model and is not itself a vulnerability.

The CONDITIONAL finding arises from two specific deficiencies:

+ Absence of mandatory operator alerting on quantum-downgrade: When fallback to classical-
only key exchange occurs, no alert, SNMP trap, or syslog event of sufficient severity is
generated by default to inform security operations that a session is operating without
quantum-safe key exchange. An attacker capable of stripping PQC cipher suite
advertisements from a client connection would cause silent downgrade.
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» Audit-grade logging gap: Log events for classical-only fallback sessions are generated at
informational severity only and are not distinguishable from expected legacy-client sessions
in the default logging configuration. This prevents retrospective identification of downgrade
events in regulated environments requiring audit trail integrity.

Remediation: Mandatory alerting on classical-only fallback sessions and audit-grade logging of
session key exchange type are required before this domain can be validated. Refer C-01 and C-02
in Section 8.

5.8 Certificate Chain and PKI Integration

Finding: CONDITIONAL

The quantum-safe protection delivered by 6.x applies at the session key layer only.

The certificate chain used to authenticate the gateway to connecting clients remains
based on classical cryptography: RSA-2048 or ECDSA P-256 certificates issued by classical PKI
infrastructure.

This is a known industry-wide transitional state, and ||| ] has not made a specific claim of
PQC certificate support in the assessed version. However, the consequence for harvest-now-
decrypt-later adversaries is material: the identity assertions underpinning the quantum-safe
session establishment remain classically signed and are therefore harvestable for future decryption
of the authentication layer.

The CONDITIONAL finding is issued because:

* The product is marketed as providing quantum-safe remote access. A procurement decision
made on that basis must account for the fact that the authentication layer is not quantum-
safe in this version.

* No roadmap commitment for PQC hybrid certificate support (ML-DSA / SLH-DSA per FIPS
204/205) was provided during the engagement in a form that constitutes an auditable
vendor commitment.

Remediation: Explicit vendor roadmap commitment for PQC hybrid certificate support, or a product
documentation caveat that clearly distinguishes session-layer quantum safety from identity-layer
quantum safety, is required. Refer C-03 in Section 8.
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6. Governance Assessment

Technical validation without governance validation is incomplete. SITG-Consulting assessed the
governance structures surrounding the product against its standard governance framework.
Findings are summarised below.

Governance Domain Status Assessment

FIPS 140-3 Validation Currency Certificate #4891 current and in scope for

VALIDATED
assessed module.
Architecture Decision Records PQC integration ADRs provided and reviewed.
VALIDATED Rationale for ML-KEM-768 parameter selection
documented.
SDLC - Cryptographic Code Evidence of cryptographic code review gates
Review VALIDATED in CI/CD pipeline provided. PQC-specific
review checklist in use.
Cryptographic Bill of Materials No machine-readable CBOM produced or
(CBOM) CONDITIONAL published. Manual inventory provided but not
auditable without tooling.
Crypto-Agility Runbook No operational runbook exists for algorithm
CONDITIONAL rotation in response tq .cryptographlc
deprecation event. Critical gap for regulated-
sector deployments.
PQC-Specific Key Rotation Key rotation procedures are inherited from
Procedures classical VPN playbook and have not been

CONDITIONAL updated to address ML-KEM-768 lifecycle, re-
encapsulation, or session migration
requirements.

Incident Response - Quantum IR playbooks reviewed. No quantum-specific

Risk Scenarios CONDITIONAL SCenarios (e.g., algorithm compromise, harvest
detection, downgrade event response) are
present.

Compliance Mapping (CNSA 2.0 Product documentation maps ML-KEM-768

/ NIST) deployment to CNSA 2.0 Phase 1

VALIDATED requirements. Mapping is accurate for the

session-key layer.

The governance assessment identifies four conditional findings. The absence of a machine-
readable CBOM is the most operationally consequential: without it, the enterprise cannot maintain
a real-time inventory of cryptographic assets or detect algorithm-level drift. This gap is a
prerequisite for sustainable PQC governance and must be remediated before re-validation.
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7. Standards Alignment

The following table assesses the product's alignment with applicable published standards and
frameworks.

Standard / Framework ' Alignment Notes
NIST FIPS 203 (ML-KEM) Ali ML-KEM-768 correctly implemented. KAT
igned o
validation passed.
NIST FIPS 204 (ML-DSA) Not Certificate signing not in scope for this version.
Applicable  Applicable to future certificate-layer validation.
CNSA 2.0 - Phase 1 (Key ML-KEM-768 satisfies CNSA 2.0 Phase 1 key
Exchange) Aligned exchange requirements for protection of data
through 2030.
CNSA 2.0 - Phase 2 Certificate-layer authentication remains classical.
(Authentication) Partial CNSA 2.0 Phase 2 authentication requirements not
met in this version.
RFC 9370 (Hybrid IKEv2) Alianed Additional key exchange implemented correctly per
J RFC 9370.
NIST SP 800-90B (Entropy) Al Entropy source covered by FIPS 140-3 validation
igned
#4891.
ETSI CYBER (QSC) Partial Session-layer alignment confirmed. Certificate-layer

alignment pending PQC certificate support.
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8. Validation Verdict

8.1 Overall Verdict

Partial PQC implementation confirmed. ML-KEM-768 hybrid key
exchange is correctly implemented at the session layer and
(od0]\'In) (0] '[:\ER algorithmically verified. Five material findings (technical and
governance) prevent a Validated verdict. A defined remediation path
exists. Re-validation is required following remediation.

8.2 Rationale

6.x on OS v11.2 delivers genuine, correctly implemented ML-KEM-768
hybrid key exchange at the IKEv2 and TLS session layer. The algorithm implementation is correct,
the entropy sourcing is sound, and the FIPS 140-3 validation provides a credible foundation. These
are substantiated claims.

The CONDITIONAL verdict reflects five findings that collectively prevent a VALIDATED verdict:
* The fallback path to classical-only key exchange operates without mandatory alerting,
creating an undetectable downgrade surface in adversarial environments.

» The certificate authentication layer remains classically signed. Enterprises procuring on the
basis of quantum-safe remote access must be informed that identity assertions are not
quantum-safe in this version.

* The absence of a machine-readable CBOM prevents auditable cryptographic inventory
management.

» The crypto-agility runbook for algorithm rotation is absent, creating operational risk if ML-
KEM-768 is deprecated or compromised.

* Quantum-specific scenarios are absent from incident response playbooks, a mandatory
requirement for regulated-sector deployments.

None of these findings are fatal to the product. All are remediable within normal product and
documentation cycles. The core quantum-safe session-layer implementation is sound.

8.3 What This Verdict Means

For enterprise The product provides genuine quantum-safe session key

procurement exchange. Enterprises should document the certificate-layer gap in
their own risk register and not represent the product as providing
end-to-end quantum-safe protection until certificate-layer PQC is

supported.
For regulatory This verdict cannot be used as unqualified evidence of quantum-
submissions safe compliance. It may be used as evidence of partial compliance
with the specific caveats and finding references in this report.
For NG Remediation of the five conditional findings and a re-validation

engagement will produce a VALIDATED verdict. The core
implementation quality supports that outcome.
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9. Remediation Requirements

The following table defines the required actions for each conditional finding. Re-validation will be
scoped against these items specifically. All five items must be closed before re-validation is
initiated.

Finding Required Action Priority

C-01 Silent downgrade to Implement mandatory alerting (syslog, Critical
classical-only key exchange = SNMP, XSOAR integration) when a
session establishes using classical-only
key exchange. Alert severity must be
configurable to Critical. Default must be
Warning or above.

C-02  Audit-grade logging gap for Ensure all classical-only IKEv2 sessions High
classical-only sessions are logged with a distinct event type and
session key exchange algorithm field.
Log must be routable to SIEM without
custom parsing. Provide sample log
output in product documentation.

C-03 Certificate layer remains Publish a product documentation caveat High
classical (RSA/ECDSA) explicitly distinguishing session-layer
quantum safety from identity/certificate-
layer quantum safety in the current
version. Provide a dated roadmap
commitment for ML-DSA (FIPS 204)
hybrid certificate support in product
documentation or a signed vendor
attestation.

C-04  No machine-readable CBOM Produce and publish a machine- High
readable Cryptographic Bill of Materials
in CycloneDX 1.5 or SPDX 2.3 format
covering all cryptographic assets in
OS v11.2.x. Update with
each minor release. CBOM must be
accessible via product portal without

NDA.
C-05 Crypto-agility runbook and IR Publish an operational runbook for ML- High
playbook gaps KEM-768 deprecation and algorithm

rotation covering: certificate reissuance,
session migration, gateway
reconfiguration, and client update
sequencing. Add quantum-specific
scenarios to product IR guidance:
algorithm compromise, downgrade
detection, and harvest-now-decrypt-later
exposure response.

sITG-2026-J - /\ND-001 | [ Quantum-Safe VPN | June 2026 Page 12 of 15



SITG-Consulting INDEPENDENT PQC PRODUCT VALIDATION REPORT CONFIDENTIAL

10. Re-validation Scope

Re-validation will be targeted and proportionate. SITG-Consulting will not repeat validated findings
unless material changes have been made to the relevant components. The re-validation scope is
defined as follows:

» Verification that C-01 alerting behaviour is implemented and functional under controlled
downgrade test

» Verification that C-02 audit-grade log events are generated, contain the required fields, and
are SIEM-routable

* Review and acceptance of the product documentation caveat and/or roadmap commitment
for C-03

* Review and acceptance of the machine-readable CBOM for C-04 against CycloneDX or
SPDX schema

* Review and acceptance of the crypto-agility runbook and IR playbook additions for C-05

Re-validation does not require repetition of algorithm correctness testing, entropy assessment,
TLS/IKEV2 protocol validation, or side-channel assessment unless the underlying cryptographic
module or software version has changed.

Estimated re-validation engagement duration: 3-5 days subject to evidence completeness at the
point of initiation.
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Appendix A: Test Environment

Gateway Appliance

Client 1

Client 2

Network Capture
Protocol Analysis
KAT Validation
Entropy Analysis
Timing Analysis

Adversarial Tools

Network Isolation

I G:tcway Appliance (I OS v11.2, factory

reset, isolated segment)

Windows 11 23H2, | Avp 6.x, TLS 1.3 enforced
macOS 14.5, | Acp 6.x, TLS 1.3 enforced
Wireshark 4.2.5 with custom ML-KEM IKEv2 dissector

tshark 4.2.5, openssl 3.3.0 with ogs-provider 0.6.0

NIST ACVP test vectors, FIPS 203 dataset, 200 vector pairs
Custom instrumentation; 500 consecutive session keys captured
1,000 decapsulation timing samples; scipy statistical analysis

Custom Python client with stripped cipher suite advertisements;
OpenSSL legacy mode

Air-gapped lab; no internet connectivity; no production data

Appendix B: Evidence Reference

E-01

E-02
E-03

E-04

E-05

E-06

E-07

E-08

E-09

E-10

Wireshark capture: IKEv2 hybrid handshake sessions (50 x
Windows, 50 x macOS) - SHA256 manifest on file

FIPS 203 KAT validation output log - 200 vector pairs, all PASS

FIPS 140-3 Certificate #4891 - || | NN I Os

Cryptographic Module

Session key entropy distribution analysis - 500 samples, scipy
output

ML-KEM decapsulation timing analysis - 1,000 samples, coefficient
of variation 0.3%

Adversarial downgrade capture: 20 x classical-only fallback
sessions, zero alerts generated

Certificate chain inspection: RSA-2048 gateway certificate
confirmed across all sessions

CBOM request correspondence - vendor response confirming
manual inventory only

Governance review artefacts: ADRs, SDLC evidence, IR playbook
extracts

CNSA 2.0 alignment mapping review - vendor documentation
assessed
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Evidence over assumption. Control over narrative.
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